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On the Typical Statistic Features for Image
Blind Steganalysis
Xiangyang Luo, Fenlin Liu, Shiguo Lian, Chunfang Yang, and Stefanos Gritzalis

Abstract—Multimedia content is a suitable carrier for secret
communication. This paper focuses on the steganalysis technique
which aims to get the forensic of secrecy existing in multimedia
carriers. A key concern for designing a blind steganalysis
algorithm is the selection of statistic features. The Probability
Density Function (PDF) moment and Characteristic Function
(CF) moment are two typical kinds of statistic features commonly
used in blind steganalysis. And generally, the features are
computed from the subbands of transform domains, such as the
wavelet coefficient subbands, the prediction subbands of wavelet
coefficients, the prediction error subbands of wavelet coefficients,
the wavelet coefficient subbands of image noise, and the log
prediction error subbands of wavelet coefficients. To decide which
feature is more sensitive to message embedding and useful for
steganalysis is important and urgent. Till now, few works have
focused on this topic, and they can only give some experimental
results without theoretical analysis. Additionally, few frequency
subbands have been investigated. To solve this problem, this
paper reviews existing feature computing algorithms, compares
the two kinds of features, the PDF moments and the CF moments,
by analyzing the change trends of the statistic distribution
parameters of various frequency subbands before and after
message embedding, and so that provides a theoretical basis for
the steganalysis feature selection and extraction. These theoretical
results are further confirmed by experimental results. This is the
first work to provide thorough theoretical analysis on so many
feature computing algorithms. It is expected to provide valuable
information to researchers or engineers working in the field of
steganography forensics or steganalysis.
Index Terms—Digital forensics, Secret communication, Image
steganography, Blind steganalysis, PDF moments, CF moments,
Feature comparison.

I. I NTRODUCTION

S

TEGANOGRAPHY is a technology for covert communication [1][2], which has become hot again with the
development of multimedia and communication technologies.
Modern steganography hides communications by embedding
secret information into innocuous-looking cover medium such
as digital images, videos, audios, and texts [3][4]. As its
opposite, steganalysis focuses on detecting, extracting or destroying secret messages. Steganography has a wide range of
applications in military, security and industry. However, it is
a double-edged sword, i.e., terrorists and illegal organizations
may also use it to undermine social stability, endanger public
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safety, and engage in criminal activities. Thus, the research on
steganalysis has great significance on detecting and revealing
the existence of illegal cover-based multimedia communications, tracking and forensicsing illegal covert communications
through open channels, and maintaining the public information
security.
Generally speaking, a steganographic system is considered
broken by a steganalysis algorithm if the algorithm can
adjudge whether a given image contains a secret message or
not [5]. Currently, steganalysis focuses mainly on detecting
the presence of secret messages, which falls into two categories, i.e., specific steganalysis that can detect a specific
steganography, and blind steganalysis (also called universal
steganalysis or universal blind steganalysis [5]-[9]) that can
detect normal steganography. In detail, specific steganalysis
usually needs to know the steganography algorithm, while
blind steganalysis can detect the existence of secret messages
without knowing any details of steganography algorithms. The
basic idea of blind steganalysis is to extract some features
which are sensitive to message embedding, and use classifiers
for image classification. In recent years, image blind steganalysis has attracted more and more researchers. A key concern
for designing blind steganalysis algorithms is the selection
of statistic features. The probability density function (PDF)
moment and characteristic function (CF) moment are two
typical statistic features commonly used in blind steganalysis
algorithms, which are also this paper’s focuses.
In the blind steganalysis based on PDF moments, the
PDF moments, such as the mean, variance, skewness, and
kurtosis, of image feature extraction sources are calculated
and extracted as features, and based on these features a
classifier is adopted to detect images. For example, Farid et
al. [10] gave a blind steganalysis algorithm based on waveletlike decomposition and PDF moments. For each image, a
three-scale QMF (Quadrature Mirror Filters) decomposition
was made, then the PDF moments of high-frequency wavelet
coefficient subbands were extracted as features of image, and
finally the FLD (Fisher Linear Discriminant) [11] classifier
was used to detect and classify the test images. To obtain
more features and improve the detection accuracy, Farid et al.
extracted other PDF moments from the log linear predictor
error subbands as features. In [12], the detection accuracy
of the algorithm of [10] was improved by extracting features
from three color channels of RGB images. In [13], Lyu and
Farid first converted the test image into a gray image, and then
adopted a new prediction method to calculate the prediction
subbands corresponding to the high-frequency subbands of
wavelet coefficients. In addition, in [13], a new classifier,
OC-SVM (One-Class Support Vector Machines) is introduced.
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However, the extracted features are still the PDF moments.
Lyu and Farid [14] summarized the results of previous studies,
introduced the phase statistics into the statistical features, and
improved the steganalysis algorithm of [10] further. In [15],
a blind steganalysis algorithm is proposed based on wavelet
high-order PDF moments for the additive steganography. First,
images were decomposed by wavelet decomposition, and then
the prediction subbands of stego images in the wavelet domain
were calculated by a stego message estimation method. The
purpose is to remove or at least minimize the impact of the
cover image and to obtain a signal that is more sensitive
to embedding changes. Then, the PDF moments from the
prediction subbands were extracted as the features, and PCA
(Principal Component Analysis) method was used for the
extracted features to reduce the dimensions, and finally the
test images were classified by FLD classifier. In [15], it is
pointed out that the log prediction error subbands in [10] is
also a heuristic estimation of stego images to some extent, in
addition, this article replaced the log prediction error subbands
with the prediction error subbands, used as the source of
features extraction. Since the distribution of high-frequency
subband coefficients are usually symmetrical, odd order PDF
moments are usually 0. The method in [16] took advantage of
the odd order statistics and proposed a new blind steganalysis
algorithm based on WAM (Wavelet Absolute Moment), which
extracts the absolute PDF moments of wavelet coefficient
subbands of images as features, so that further improve the
detection accuracy of steganalysis algorithms.
In the blind steganalysis based on CF moments, the CF
moments are computed and extracted as features from the
features extraction source of an image, and based on these
features a classifier is adopted to detect an image. For example,
the method in [17] modeled the stego model as additive noise,
and pointed out that the center of mass (COM) of characteristic function would decrease after message embedding, so
extracted COM of CF as feature for image detection. The work
in [18] pointed out that the COM feature is essentially the
first CF moment of image, and presented a blind steganalysis
algorithm based on the statistic moments of wavelet histogram
characteristic functions. It decomposed an image by a wavelet
and calculated the CF moments from each coefficient subband
as features, then the Bayes classifier [11] was adopted to
distinguish stego images from original images. Experimental
results indicate that this method works better than the method
of [10] for LSB (Least Significant Bit), Spread spectrum-like
steganography, F51 and Outguess2 steganography. But there is
an exception for Jsteg3 steganography. The work in [19] improved the algorithm of [18]. Not only extracted CF moments
from the wavelet coefficient subbands, but also adopted a new
predictor construction method different from the one in [10],
and extracted CF moments from the prediction error subbands.
Finally, these two kinds of CF moments are combined as
feature vectors and the neural network classifier [11] are used
to detect images. In [20], Wang and Moulin made an effort
in the image wavelet decomposition. It extracted features not
1 A.
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only from the traditional wavelet coefficient subbands, but also
from 4 subbands by re-decomposing the diagonal subband on
the first scale.
In addition to the references mentioned above, there are
many literatures of steganalysis referring to or comparing with
these two types of features (e.g., [9],[21]-[27]). In previous
studies, we also explored the detection and forensics problem
of steganography, and proposed a blind steganalysis algorithm
based on multi-domain feature integration [28], a classification
algorithm of stego images and PS images based on wavelet
decomposition and filtering [29], and two blind steganalysis algorithms based on full WPD (Wavelet Packet Decomposition)
[30] and best WPD [31] respectively. Here, PS images are the
images processed by some normal image processing operators,
such as image sharpening, contrast enhancing, etc. In these
algorithms, PDF moments or CF moments are extracted as
features from the image wavelet coefficient subbands, wavelet
coefficient subbands of noise, and wavelet packet coefficient
subbands.
In [32], we made a review on the blind detection for
image steganography. Existing blind steganalysis methods
were classified based on various statistical features, including
a variety of blind steganalysis algorithms which using PDF
moments or CF moments. And several features which include
the image quality measurements [33], the PDF moments
[12], the center of mass [17], the CF moments [18] and the
united features composed of the spatial domain and frequency
domain [34] are compared based on Bhattacharyya distances
[35] and experimental analysis. The results show that using
PDF moments and CF moments as features can usually obtain
better detection accuracy for image steganography.
So which kind of feature is more suitable for blind steganalysis, PDF moments or CF moments? By constructing
a new class of CF moments, under the prerequisite that the
wavelet coefficient subbands satisfy the Gauss distribution, the
work in [20] made a landmark research on the selection of
these two kinds of features, proving that for high-frequency
wavelet coefficient subbands of image, the absolute PDF
moments will become larger while the absolute CF moments
will become smaller after message embedding. And based on
these properties, a further conclusion that the absolute CF
moments outperform the absolute PDF moments for highfrequency wavelet coefficient subbands (i.e. the absolute CF
moments are more sensitive to message embedding than the
absolute PDF moments) was derived. Meanwhile, for the log
prediction error subbands of wavelet coefficients used by [10],
it is indicated by a large set of experimental results that, as
features for blind steganalysis, the PDF moments outperform
CF moments. Unfortunately, the lack of a suitable model for
this kind of prediction error subbands made it impossible for
[20] to formally analyze and prove this conclusion. In addition,
for the commonly used prediction subbands, prediction error
subbands, and even wavelet coefficient subbands of image
noise, the work in [20] did not discuss the problem which
kind of moments of these subbands are more suitable for blind
steganalysis.
Existing blind steganalysis algorithms have some chances
and blindness in feature extractions, which are often evaluated
based on experimental results. And the lack of rigorous
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theoretical analysis makes the conclusions unconvincing. In
this paper, the PDF moments and CF moments of various frequency domain subbands, used in blind steganalysis
algorithms idiomatically, are analyzed, including the highfrequency wavelet coefficient subbands, prediction subbands
of wavelet coefficients, prediction error subbands of wavelet
coefficients, wavelet coefficient subbands of image noise,
and log prediction error subbands of wavelet coefficients.
From the statistical distribution of various types of subbands,
the advantages of both types of moments are compared by
analyzing the change trends of PDF moments and CF moments after message embedding. It is expected to provide a
theoretical foundation for the feature selection and extraction
in steganalysis. The main contributions of this paper include:
1) Theoretically model the two features (PDF moments
and CF moments) computed from various frequency domains,
including the high-frequency wavelet coefficient subbands of
image, the prediction subbands of wavelet coefficients, the
prediction error subbands of wavelet coefficients, and the
wavelet coefficient subbands of image noise. This is the first
work to consider the features and all the typical frequency
domain subbands.
2) Compare the features’ performance for blind steganalysis, and give both theoretical principles and experimental
results. These features (PDF moments and CF moments) are
computed from various frequency domain subbands. This is
the first work to give the systemic theoretical analysis on the
typical features from so many frequency domain subbands.
The rest of the paper is organized as follows. Section II
introduces the basic principles of image steganography and
blind steganalysis. The related knowledge of various subbands,
including the wavelet coefficient subbands, prediction subbands of wavelet coefficients, prediction error subbands of
wavelet coefficients, log prediction error subbands of wavelet
coefficients, and wavelet coefficient subbands of image noise,
are introduced in Section III. In Section IV, the PDF moments
and CF moments are briefly introduced, and the features are
measured, compared and analyzed in Section V. In Section
VI, some comparative experimental results are given, and the
conclusions are drawn in Section VII.
II. I MAGE S TEGANOGRAPHY AND B LIND S TEGANALYSIS
Fig.1 gives the simplified model of image steganography
and steganalysis. The sender embeds secret message Z into
some special positions of the cover image S by the embedding
algorithm with embedding key k1 , which produces the stego
image X. It is then transferred to the receiver over the public
channel. The receiver extracts the secret message Z from the
received X by the extraction algorithm with extraction key
k2 . The steganalyst usually owns only the suspicious images
in public channels, but without the keys k1 and k2 , cover
image S, and the positions where the message is embedded.
Generally, steganography can be modeled as additive noise
[17][20], and thus the relationship among stego signal X, cover
signal S and effective embedding noise Z is given by
X= S+Z
where Z is usually independent of S.

(1)

In the following contents, the steganalysis is focused. Steganalysis often aims to obtain the following targets [5]: 1)
Detection of steganography: detect the presence of steganography, and even estimate the length of stego message. 2)
Extraction of message: extract the embedded message from
the stego objects. 3) Destruction of stego message: destroy
the stego message by the measures such as deletion and
disturbance without affecting the tense effect of the stego
object.
Currently, the detection of steganography is still the focus
of steganalysis. As an important type of image steganalysis
technique, blind steganalysis attracts more attentions, which is
similar to the hypothesis testing (or two-pattern classification)
problem [5],

H0 : object contains secret message.
(2)
H1 : object does not contain secret message.
Its goal is to divide the given images into two categories:
original images and stego images. The general architecture
of image blind steganalysis [32] is shown in Fig. 2, and it
includes the following main steps:
1) Image preprocessing. Make some operations on the
considered images before feature extraction, such as converting the RGB image into the grayscale image, cropping
the image, and constructing the feature extraction sources by
spatial domain and frequency domain transformation. Among
them, the frequency domain transformation obtains various
kinds of subbands in the frequency domain, such as the highfrequency wavelet coefficient subbands, prediction subbands
of wavelet coefficients, prediction error subbands of wavelet
coefficients, wavelet coefficient subbands of image noise, and
log prediction error subbands of wavelet coefficients.
2) Feature extraction. Extract the informative features which
must be sensitive to message embedding. Good features
should own the characteristics: accuracy, consistency and
monotonicity [33]. In detail, based on the features with strong
discrimination, the detection algorithm can detect stego images
with high probability and low error. And, detection accuracy
should be consistency for a large range of image sets, namely,
features should be independent to image’s size, type, texture,
settings, and access methods. Finally, feature vector should be
monotonic for the embedding ratios in stego images.
3) Classifier selection and design. Based on the extracted
features, select and design the classifier, such as FLD classifier, BP (Back-Propagation) neural network classifier, SVM
(Support Vector Machine) classifier, geometric classifiers, etc.
4) Classifier training. Use the known types of images in
the training image set to train the classifier, and adjust the
parameters of classifier.
5) Classification. Under the set threshold, classify the detected images by the trained classifier, and make judgments
on whether the images contain embedded messages or not.
Some blind steganalysis methods also make a preprocessing
operation on the extracted features (marked by virtual boxes
in Fig. 2), and then do the classification. In Fig. 2, ”Detect
images” means to input the extracted features (extracted from
the image that needs to be detected) into the trained classifier
for detection, and obtain the output from the classifier. For
example, for the BP neural network classifier, the outputs are
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Fig. 1.
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Simplified model of image steganography and steganalysis.

(a) Image Lena.bmp

Fig. 2.

Framework of blind steganalysis.

usually decimals between zero and one. ”Classify” means to
compare the output with a threshold and determine whether
the image is a cover image or a steganography image.
III. T YPICAL F EATURE E XTRACTION S OURCES : VARIOUS
K INDS OF S UBBANDS
To keep the imperceptibility of the embedded message,
steganography techniques usually do not modify the low
frequency signal, but embed the secret message by modifying
the middle or high frequency signal, viz. the detail signal.
Therefore, when detecting an image, the test image is usually
transformed into frequency domain, such as wavelet domain,
to separate the image into the low frequency signal and
the high frequency one. Although the wavelet transform can
remove the correlation in some extent, each subband is still
correlated with other ones in the same or higher levels weakly.
Based on this property, Farid et al. [10] predicted each highfrequency wavelet coefficient subband, then obtained the log
prediction errors subband, and finally calculated the features
from these two kinds of subbands. In [13], Lyu and Farid
gave another different prediction method, and in [19], Shi et
al. provided a new method to predict the coefficient subbands.
In the following contents, we’ll introduce the typical wavelet
subbands used in steganalysis.
A. Wavelet Coefficient Subbands of Image
In [10], Farid firstly proposed a blind steganalysis framework with the aid of the higher-order PDF moments of

(b) Result of decomposing

(c) Structure of decomposing
Fig. 3.

3-scales wavelet decomposition of image.

subband coefficients, which decomposed an image with a
wavelet-like transformation. Based on other types of wavelet
functions, such as Haar wavelet, many wavelet decomposition
operations are used in existing blind steganalysis methods
(refer to the methods mentioned in Section I). There is a
uniform structure for these decompositions. For a n-scales
decomposition of an image, we can denote the low-frequency
subband, vertical subband, horizontal subband and diagonal
subband at scale i = 1, · · · , n as Li , Vi , Hi and Di , and denote
the coefficient value on the location (x, y) in the Li , Vi , Hi or
Di as Li (x, y), Vi (x, y), Hi (x, y) and Di (x, y), respectively.
Fig. 3(a), (b), and (c) describe the image Lena.bmp, 3-scales
decomposition result, and the structure of 3-scales decomposition, respectively.

B. Prediction Subbands, Prediction Error Subbands, and Log
Prediction Error Subbands
Take the prediction subband of Vi as an example, which
is the wavelet coefficient subband in the vertical subband of
image on the ith scale decomposition, then its linear predictor
subband can be given by [10]:
V̂i (x, y) = w1 Vi (x − 1, y) + w2 Vi (x + 1, y)
+w3 Vi (x, y − 1) + w4 Vi (x, y + 1)
+w5 Vi+1 (x/2, y/2) + w6 Di (x, y)
+w7 Di+1 (x/2, y/2)

(3)
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where wk (1 ≤ k ≤ 7) denotes the scalar weighting
values. This linear predictor can be expressed more com

pactly in matrix form: V = Qw, where the column vector

T
w = (w1 · · · w7 ) consists of the scalar weighting values,

the vector V contains the coefficient magnitudes of Vi (x, y)
strung out into a column vector, and the columns of the
matrix Q contain the neighboring coefficient magnitudes as
specified in Eq.(3)). Minimizing the quadratic error function



E(w) = [V − Qw]2 , one can obtain w = (QT Q)−1 QT V ,
where V is the vector whose elements are Vi (x, y). Thus the
log error of the linear predictor is

|V |
E v = log  
Qw

(4)

In this paper, we call the subbands whose coefficients are
the prediction values of wavelet coefficient subbands as the
prediction subbands, call the subbands whose coefficients are
the error of prediction as the prediction error subbands, and
call the subbands whose coefficients are the log errors of the
linear prediction as the log predictor error subbands. Making
similar operations on other subbands in every direction, we can
obtain the log predictor error subbands corresponding to other
wavelet coefficient subbands. The work in [10] extracted the
first 4-orders PDF moments (namely mean, variance, skewness, and kurtosis) from the log prediction error subbands,
and combined them with the first 4-order PDF moments from
wavelet coefficient subbands as a feature vector to distinguish
original images from stego images.
Since another work in [13] did not extract features from
grayscale image, but from RGB image, the linear predictor
was also modified as follows:



 g
g
g
V̂i (x, y) = w1 |Vi (x − 1, y)| + w2 |Vi (x + 1, y)|
+w3 |Vig (x, y − 1)| + w4 |Vig (x, y + 1)|
g
g
(5)
y)|
+w5 |V
 i g(x/2, y/2)| + w6 |Di (x,
r


+w7 Di+1 (x/2,
 y/2) + w8 |Vi (x, y)|
+w9 Vib (x, y)
where Vig (x, y), Vib (x, y), Vir (x, y) are the coefficients in the
vertical subband on the ith scale wavelet decomposition of
image’s green, blue and red component respectively, Dig (x, y)
is the coefficient in the diagonal subband on the ith scale
wavelet decomposition of image’s green component, and the
predicted values of the wavelet coefficients in other subbands
can also be calculated using the similar formulas.
The prediction methods in [15] and [16] are similar to the
one in [10]. The difference is that they [15][16] extracted
features from the prediction error subbands, but not from
the log prediction error subbands. Here, the corresponding
prediction error can be calculated by
∗



E v = V − Qw

(6)

Shi et al. [19] pointed out that steganalysts just concern
about the modifications caused by embedding, which may be
very slight and concealed by the inherent noise of image. In order to amplify the modifications caused by embedding, Shi et
al. also predicted the cover image, and then extracted features
from the prediction errors. The basic idea of their method is to

Fig. 4.

Location coefficients used in prediction.

obtain the predicted subband including the predicted wavelet
coefficients of the cover image by the neighboring coefficients,
and subtract the predicted coefficients from the ones of the test
image to obtain the prediction error. The prediction method
is similar to the pixel prediction method in [36]. And in [36],
the predicted value is defined as
⎧
⎨ max(a, b) c ≤ min(a, b)
min(a, b) c ≥ max(a, b)
(7)
x̂ =
⎩
a + b − c otherwise
where a, b, c are the neighboring pixels to the pixel x, x̂ is the
prediction of x, max(a, b) means the maximal value of a and
b, and min(a, b) means the minimal value of a and b. Different
from [36], in [19], a, b, c are the neighboring coefficients to the
coefficient x in the same wavelet subband, and their relative
positions are shown in Fig. 4.
Above prediction methods both predict the cover image
from the test image. In the following, we will consider the
prediction method by Farid et al.
C. Wavelet Coefficient Subbands of Noise
In the process of sampling, digitalizing and transmitting,
numerous noises will be introduced into images. Since secret
messages are usually embedded in the carrier noise of images,
if the features are directly extracted from the noise of images,
one may be able to get better results by finding differences
before and after message embedding. Till now, some related
works have been reported [29][37]. For example, in [29]
we proposed a classification method to distinguish the stego
images from PS images. Some features adopted in [29] are
extracted from the wavelet coefficient subbands of noise. The
coefficients of this kind of subbands W̃n can be obtained by
the following formula:

sgn(Wt )T |Wt | ≥ T
W̃n =
(8)
Wt
|Wt | < T
where Wt is the wavelet coefficient of image, T is a threshold
value, sgn(x) means the sign of x, and |x| means the absolute
value of x.
For the wavelet coefficient subbands, prediction subbands,
prediction error subbands, log prediction error subbands, and
wavelet coefficient subbands of noise mentioned above, which
features are more suitable for steganalysis? That is the paper’s
focus.
IV. T WO T YPICAL F EATURES : PDF M OMENTS AND CF
M OMENTS
Similar with the definitions in [20], we use uppercase letters
for random variables, lowercase letters for individual values,
and boldface fonts for sequences, e.g. X = (x1 , x2 , · · · , xN ).
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Let pX (x) denote the PDF of random variable X, the characteristic function of PDF pX (x) is expressed as
 ∞
pX (x)ejωx dx
(9)
ΦX (ω) = E[ejωX ] =
−∞

√

where j = −1, E is the mathematical expectation, ω means
the frequency of discrete variable x. ejωx = cos(ωx) +
j sin(ωx) is the Euler identical equation, which is the base
function of both Discrete Fourier Transform (DFT) and the
CF of discrete system.
A. PDF Moments
For a sequence X= (x1 , x2 , · · · , xN ) of i.i.d (independently
and identically distributed) samples drawn from an unknown
PDF pX (x), a natural choice of descriptive statistics is a set
of empirical PDF moments [20]. The nth order empirical PDF
moment can be given by
1
m̂n =
N

N


xni ,

and
MnA

 n

 d


≥ |Mn | = 2π  n pX (x)
dx

n≥1

ΦX (k) =

M−1


h(m)e

−∞

In fact, there are some relation between the PDF moments
and the characteristic functions, m̂n and mn relate to the nth
derivative of the CF ΦX (ω) of the PDF pX (x) at ω = 0 by

n

−n d
m̂n ≈ mn = j
ΦX (ω)
(12)
n
dω
ω=0

For original images and stego images, the coefficients of
wavelet subbands can be seen as i.i.d data sequence, and
the coefficients of high-frequency wavelet subbands present
symmetry about 0. Thus, the odd order PDF moments are 0
in theory. Therefore, some work [16] chose to use the nth
order empirical absolute PDF moment
N
1 
|xi |n , n ≥ 1
N i=1

(13)

where xi is the ith wavelet coefficient value. It is an estimate
of the nth order absolute PDF moment
 ∞
n
n
=
E
|X|
=
pX (x) |x| dx.
(14)
mA
n
−∞

B. CF Moments
Similar to the definition of PDF moments, the nth moment
of the characteristic function ΦX (ω) can be defined by
 ∞
ΦX (ω)ω n dω
(15)
Mn =
−∞

and its nth order absolute moment is
 ∞
A
|ΦX (ω)| |ω|n dω
Mn =

(16)

−∞

The CF moment and PDF moment constitute a dual relationship. Mn and MnA relate to the nth derivative of pX (x) at
x=0 by


dn
n
Mn = j 2π
pX (x)
(17)
dxn
x=0

j2πmk
K

, 0≤k ≤K −1

(19)

m=0

which is analogous to ΦX (ω) in Eq. (9) and can be computed
by FFT (Fast Fourier Transform) easily.
Another expression of the nth order absolute CF moment
is defined by [17]


K/2−1

=

(10)

i=1

(18)
x=0

For an image signal, in order to calculate the empirical
absolute CF moments, we can estimate the PDF pX (x) by
log2 M
denote
an M -bin histogram {h(m)}M−1
m=0 . Let K = 2
variable number of histogram in the horizontal axis, then the
K−1
K-point discrete CF {ΦX (k)}k=0 can be defined as

M̂n

which is an unbiased estimation of the nth order PDF moment
 ∞
pX (x)xn dx
(11)
mn = EX n =

m̂A
n =

1409

|ΦX (k)| k n

(20)

k=0

which is obtained by replacing the integral over ω in Eq.(16)
with a summation over k.
In addition, in [20], for analyzing the change trends of the
PDF moments and CF moments before and after message
embedding, and proving the conclusion that ”for the wavelet
coefficient subbands, the CF moments are more suitable as
features for blind steganalysis than PDF moments”, a new
kind of CF moment is constructed as follows.
M̂nA =

K−1

k=0

|ΦX (k)| sinn

πk
K

(21)

V. F EATURES C OMPARISON B ETWEEN PDF AND CF
M OMENTS ON VARIOUS S UBBANDS
For the high-frequency wavelet coefficient subband, the
work in [20] has proved that the absolute CF moments outperform the absolute PDF moments, which means that compared
with the absolute PDF moments, the absolute CF moments are
more sensitive to information embedding. However, for the log
prediction error subband, it derived an opposite conclusion by
massive experiments that the PDF moments outperform the
CF moments. It is a pity that the paper did not explain the
reasons, and did not give a theoretical proof. For the wavelet
coefficient subbands, the features are extracted from the highfrequency subbands. In the following content, the wavelet
coefficient subbands denote the high-frequency coefficient
subbands except being explained specially.
In this section, based on the classical definition of PDF
moments and CF moments, these two kinds of features extracted from various feature extraction sources, such as the
wavelet coefficient subband, prediction subband, prediction
error subband, wavelet coefficient subband of noise, and log
prediction error subband, will be analyzed and compared.
Since in some subbands, the coefficients follow symmetry
around 0 after steganography, the PDF moments and CF
moments of odd orders are both 0, and can not reflect the
changes caused by message embedding. The current steganalysis methods are presented to replace the conventional PDF
moments and CF moments with the absolute PDF moments
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and absolute CF moments, so as to obtain better detection
accuracy. Therefore, in this paper, we choose to compare
the absolute moments or the conventional statistic moments
according to the distributions of the subband coefficients after
message embedding. In fact, if the comparison relationship
between the absolute PDF moments and absolute CF moments
is proved, it is easy to obtain the comparison relationship
between conventional PDF moments and CF moments.
A. Performance Metrics
In [20], by defining the change rate of the two types of
features after steganography, it presented a qualitative method
for analyzing the advantage of both features. The change rate
of the absolute PDF moments and absolute CF moments after
message embedding are defined respectively as
A
mA
n,X mn,S
,
A
mA
n,S mn,X

(22)

A
A
Mn,X
Mn,S
, A
A
Mn,S Mn,X

(23)

rm,n = max
rM,n = max

Mn,X Mn,S
,
Mn,S Mn,X

Thus, if the rate
An =

rM,n
rm,n

and
2
= (1 + R)σS2
σX

A
Here, mA
n,S and mn,X denote the nth order absolute PDF
A
moments before and after steganography, respectively. Mn,S
A
and Mn,X denote the nth order absolute CF moments before
and after message embedding, respectively. Obviously, the
larger the change rate is, the more sensitive the corresponding
moments is to embed. For the moments Mn,S , Mn,X , mn,S
and mn,X that are not absolute, the corresponding rates are
defined as
mn,X mn,S
,
rm,n = max
(24)
mn,S mn,X

rM,n = max

Theorem 1: Under the condition that the high-frequency
wavelet coefficient subbands of cover image and stego image both follow Gaussian distribution with mean of 0, the
absolute CF moments outperform the absolute PDF moments
on the high-frequency wavelet coefficient subband for blind
steganalysis.
Proof:
Denote the variance of the wavelet coefficient subband of
2
, the increased noise variance of the wavelet
stego image as σX
2
, and the ratio with
coefficient subband after embedding as σZ
the wavelet coefficient subband’s variance σS2 of the original
image as R(0 < R). Then, for S and Z are independent, and
both follow approximately Gaussian distribution with mean of
0, we have
σ2
(27)
R = Z2
σS

(25)

(26)

is larger than 1, then MnA outperforms mA
n (or Mn outperforms mn ). Otherwise, if the rate is less than 1, the conclusion
is reversed.
In the following contents, PDF moments and CF moments
will be compared with respect to various subbands. First,
the comparison results of these two kinds of features in the
wavelet coefficient subband, prediction subband, the prediction
error subband and the wavelet subband of noise will be shown
theoretically. And then, the reason for why CF moments do not
outperform PDF moments in the log prediction error subband
will be analyzed, and proved for the first order moment.
B. Comparison of PDF Moments and CF Moments on Wavelet
Coefficient Subband
Usually, the high-frequency wavelet coefficient subbands
of stego image, original image, and the embedded message
all follow Gaussian distribution with mean of 0. In this
subsection, as shown in Eq. (1), we denote the high-frequency
wavelet coefficients of stego image, original image, and the
embedded message as X, S, and Z, respectively.

(28)

The probability density function of the wavelet coefficient
subband coefficients of the original image is
pS (x) =

1

e
2

2πσS

−

x2
2σ2
S

And the corresponding characteristic function is
 +∞
ΦS (ω) = −∞ pS (x) · ejωx dx
2
− x2
 +∞
= −∞ √ 1 2 e 2σS · ejωx dx
=e

σ2 ω2
− S2

2πσS

(29)

(30)

First of all, let’s calculate the absolute moments of PDF and
CF of the wavelet coefficient subband of the original image.
1) The absolute PDF moments of the wavelet coefficient
subband of the original image
Generally, the probability density function is not negative,
therefore, there is |pS (x)| = pS (x). Thus, the first order
absolute PDF moments is computed by
 +∞
mA
1,S = −∞ pS (x) · |x| dx
2
 +∞
− x2
= −∞ √ 1 2 e 2σS · |x| dx
(31)
2πσS

= π2 σS
Second order absolute PDF moments:
 +∞
2
mA
2,S = −∞ pS (x) · |x| dx
2
− x2
 +∞
2
= −∞ √ 1 2 e 2σS · |x| dx
= σS2

2πσS

Third order absolute PDF moments:
 +∞
3
mA
3,S = −∞ pS (x) · |x| dx
2
− x2
 +∞
3
= −∞ √ 1 2 e 2σS · |x| dx
2πσS

= 2 π2 σS3

(32)

(33)
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It can be conjectured the same as above, the nth order absolute
PDF moment is:
 +∞
n
mA
n,S = −∞ pS (x) · |x| dx
2
− x2
 +∞
n
= −∞ √ 1 2 e 2σS · |x| dx
2πσS

⎧
2
(34)
⎪
for n = 1,
⎪
π σS
⎨
n
2
n
=
σ
i=1 (2i − 1) for even n > 1,
S
⎪
⎪
 n−1
⎩
2 n
2
for odd n > 1.
i=1 2i
π σS
2) The absolute CF moments of the wavelet coefficient
subband of original image
σ2 ω2
− S2

, and therefore,
The character function is ΦS (ω) = e
there is |ΦS (ω)| = ΦS (ω). Thus, the first order absolute CF
moments is
 +∞
A
M1,S
= −∞ ΦS (ω) · |ω| dω
 +∞ σS2 ω2
(35)
= −∞ e− 2 · |ω| dω
−2
= 2σS
Second order absolute CF moments:
 +∞
2
A
M2,S
= −∞ ΦS (ω) · |ω| dω
2
2
 +∞ σS ω
= −∞ e− 2 · |ω|2 dω
√
= 2πσS−3

(36)

Third order absolute CF moments:
 +∞
3
A
M3,S
= −∞ ΦS (ω) · |ω| dω
2 ω2
σ
 +∞
S
3
= −∞ e− 2 · |ω| dω
= 4σS−4
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and
A
Mn,X
A
Mn,S

n+1

−(n+1)

Cn (1 + R)− 2 σS
=
−(n+1)
Cn σS

then
rm,n =

mA
n,X
mA
n,S

= (1 + R)−

rM,n =

,

A
Mn,S
A
Mn,X

n+1
2

< 1 (42)

(43)

.

And thus,
An =

rm,n
=
rM,n

mA
n,X
mA
n,S
A
Mn,S

A
Mn,X

n

=

(1 + R) 2
(1 + R)

n+1
2

1

= (1 + R)− 2 < 1.

(44)
Therefore, for the wavelet coefficient subband, the absolute CF
moments outperform the absolute PDF moment. The Theorem
1 is proved.
Note 1: The main idea of Theorem 1’s proof is similar to
the feature analysis of wavelet coefficient subband in [20].
And the difference is as follows: for analyzing the change
trend of the PDF moments and CF moments after embedding,
the work in [20] constructively derived a new definition of
CF moments (refer to Eq.(21)), and obtained the conclusion
that after embedding, the absolute PDF moments increase,
while the absolute CF moments decrease. However, it is not
necessary to define new CF moments in the proof of Theorem
1, and the trend of the change of the two kinds of features
can be derived directly.

(37)

C. Comparison of PDF Moments and CF Moments on Prediction Subband

It can be conjectured the same as above, the nth order absolute
CF moment can be depicted by
 +∞
A
Mn,S
= −∞ ΦS (ω) · |ω|n dω
 +∞ σS2 ω2
n
= ⎧−∞ e− 2 · |ω| dω
−2
2σS
for n = 1,
⎪
⎨ √
−(n+1)  n
2
2πσS
=
i=1 (2i − 1) for even n > 1,
n−1
⎪
⎩
−(n+1)  2
2σS
for odd n > 1.
i=1 2i
(38)
Seen from the conjectures above, the absolute PDF moments
and absolute CF moments of the wavelet coefficient subband are only correlated with the standard deviation of the
corresponding subbands. For the stego image, the standard
deviation of the wavelet coefficient
subband changes from σS
√
(of the original image) to 1 + RσS . And the corresponding
A
absolute moments of PDF and CF are mA
n,X and Mn,X ,
respectively. Thus, there is

First, we will analyze the change of the variance on the
prediction subband after message embedding.
Lemma: The variance of prediction error subband of the
high-frequency wavelet coefficient subband of image will
decrease after message embedding.
Proof:
Denote the variance of wavelet coefficients of the actual
original image as σd2 , the variance of prediction subband of
the actual original image as σŜ2 , and the variance of prediction
subband of the stego image as σŜ2  . Denote Jmin as the
minimum squared error on predicting the original image,

the minimum squared error on predicting the stego
and Jmin
image. And then, there are some definitions as follows [39],

1
2

n
2

n
n
mA
n,X = cn [(1 + R) σS ] = cn (1 + R) σS
1

A
Mn,X
= Cn [(1 + R) 2 σS ]−(n+1) = Cn (1 + R)−

n+1
2

(39)
−(n+1)

σS

(40)
where cn and Cn are the corresponding constant of Eq.(34)
and (38), respectively.
Since
mA
n,X
mA
n,S

n

=

n
cn (1 + R) 2 σSn
= (1 + R) 2 > 1
cn σSn

(41)

Jmin = σd2 − σŜ2

(45)


Jmin
= σd2 − σŜ2 

(46)

In fact, the prediction problem discussed in this paper can
be converted to a random signal estimation problem, i.e., the
estimation problem of random parameter θ under the condition
of additive noise. Thus, the linear observation equation is
x = Hθ + n

(47)

where x = (x1 , x2 , · · · , xN ) is a N -dimension observation signal vector, H = (1, 1, · · · , 1)T is a N -dimension
observation vector, n = (n1 , n2 , · · · , nN )T is an N -dimension
observation noise vector, and nk (k = 1, 2, · · · , N ) is the
Gaussian white noise with the mean of 0 and variance of
T
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σn2 . θ is a random single parameter to be estimated, having
a Gaussian distribution with the mean of 0 and the variance
of σθ2 . Denote the estimation of θ as θ̂, and then, according
to modern signal estimation theory, the squared error ε2θ̂
of minimum squared error estimation is set to Cramer-Rao
Bound, which satisfies


σθ2 σn2
ε2θ̂ = E [θ − θ̂]2 =
(48)
N σθ2 + σn2
For a given image, the σθ2 is a fixed value. But after message
embedding, the σn2 will increase, we denote it as σn2  , and
denote the estimation of stego image as θ̂ . Then, the squared
error of image estimation after embedding is


σθ2 σn2 
.
(49)
ε2θ̂ = E [θ − θ̂ ]2 =
N σθ2 + σn2 
Therefore,
ε2θ̂ − ε2θ̂ =
=
=

2
2
σθ2 σn
σθ2 σn

2
2 − N σ 2 +σ 2
N σθ +σn

n
θ
2
2
2
2 2
2
2
σθ2 σn
 (N σθ +σn )−σθ σn (N σθ +σn )
2 )(N σ 2 +σ 2 )
(N σθ2 +σn

n
θ
2
2
N σθ4 (σn
 −σn )
2 )(N σ 2 +σ 2 )
(N σθ2 +σn

n
θ

Fig. 5. Variance ratios of the prediction subband coefficients before and
after embedding.

In the corresponding prediction error subband of the highfrequency wavelet coefficient subband, the embedding can be
depicted by an additive model:
X̂ = Ŝ + Ẑ

> 0.

(50)
It shows that, once an image is marked with embedded message, the estimation squared error increases, that is ε2θ̂ > ε2θ̂ .

Therefore, for Jmin
and Jmin in Eqs.(45) and (46), there is

Jmin > Jmin . Moreover, because σd2 in Eqs.(45) and (46) is a
certain value, there is
σŜ2  < σŜ2

(51)

which indicates that, it is different from the variance of highfrequency wavelet coefficient subband that will increase after
message embedding, and the variances of prediction subband
of high-frequency wavelet coefficient subband will decrease
after message embedding.
The Lemma is proved.
1000 stego-images are obtained by embedding images
with size of 64×64 into 1000 original images using the
F5 steganography algorithm. Fig. 5 shows the ratios of the
variances
of prediction subband after and before embedding

2
2
σŜ2 , where σŜ2 and σX̂
are the variances of the prediction
σX̂
subband before and after embedding, respectively. If the value
of variance ratio is less than 1, then it explains that the variance
becomes smaller after message embedding. If the value of
variance ratio is greater than 1, then it means that the variance
becomes larger after message embedding. And when variance
ratio is equal to 1, it accounts for that the variance does not
change after message embedding. Seen from the figure that,
all ratios are less than 1, this means that the variances of
the prediction subband will decrease after embedding. This
matches the conclusion of Lemma.
Theorem 2: For blind steganalysis, the absolute CF moments outperform the absolute PDF moments on the corresponding prediction subband of the high-frequency wavelet
coefficient subband.
Proof:

(52)

where Ŝ is the prediction subband of the original image, Ẑ
is the noise brought to the prediction subband by embedding,
and X̂ is the prediction subband of stego-image. Ŝ and Ẑ
are independent, and both approximately follow Gaussian
distribution.
Generally, it is agreed that the high-frequency wavelet
subband coefficients follow a Gaussian distribution with mean
of 0. No matter whether the image is original or stego, the
corresponding prediction subband coefficients are unbiased
estimations of the subband coefficients of the original image.
Therefore, the prediction subband coefficients also follow a
Gaussian distribution with mean of 0.
Denote the decreased noise variance of the prediction
2
, and the ratio of it to the
subband after embedding as σẐ
2
prediction subband variance σŜ of the original image as
R(0 < R ≤ 1). Then, we have
R=

2
σẐ

(53)

σŜ2

The probability density function of the prediction subband
coefficients of the original image is
x2

− 2
1
2σ
e Ŝ
pŜ (x) = 
2
2πσŜ

and the corresponding character function is
 +∞
ΦŜ (ω) = −∞ pŜ (x) · ejωx dx
2
− x2
 +∞
2σ
1
= −∞
e Ŝ · ejωx dx
2
2πσ

=e

σ2 ω2
− Ŝ2

(54)

(55)

Ŝ

1) Calculate the absolute PDF moments of the prediction
subband of the original image.
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Generally,

 the probability density function is not negative,
so pŜ (x) = pŜ (x). Thus, the nth order absolute PDF
moment can be calculated by
 +∞
n
mA
= −∞ pŜ (x) · |x| dx
n,Ŝ
=

=

 +∞
−∞

⎧
⎪
⎪
⎨

1
2πσ2



x2
2σ2
Ŝ

−

e

n

· |x| dx

Ŝ

2
π σŜ

(56)

for n = 1,

 n2
(2i − 1) for even n > 1,
σŜn i=1

⎪
⎪
 n−1
⎩
2 n
2
for odd n > 1.
i=1 2i
π σŜ

2) Calculate the absolute CF moments of the prediction
subband of the original image.
σ2 ω2
Ŝ

function is ΦŜ (ω) = e− 2 , and therefore,

 The character
Φ (ω) = Φ (ω). Thus, the nth order absolute CF moment
Ŝ
Ŝ
can be calculated by
 +∞
n
A
Mn,
= −∞ ΦŜ (ω) · |ω| dω
Ŝ
2
2
 +∞ σŜ ω
= −∞ e− 2 · |ω|n dω
⎧
2σŜ−2
for n = 1,
⎪
⎨ √
−(n+1)  n
2
2πσ
(2i
−
1)
for
even n > 1,
=
i=1
Ŝ
⎪
n−1
⎩
−(n+1)  2
2σŜ
for odd n > 1.
i=1 2i
(57)
Seen from the derivations above, the absolute PDF moments
and the absolute CF moments of the image prediction subband
of wavelet coefficients are only correlated with the standard
deviations of the corresponding subbands. When a secret
message is embedded into the image, the standard deviation
of
√ the prediction subband coefficients changes from σŜ to
1 − RσŜ . And the corresponding absolute moments of PDF
A
and Mn,
, respectively. Thus, we have
and CF are mA
n,X̂
X̂
1

n

mA
= cn [(1 − R) 2 σŜ ]n = cn (1 − R) 2 σŜn
n,X̂
1

A
Mn,
= Cn [(1 − R) 2 σŜ ]−(n+1) = Cn (1 − R)−
X̂

n+1
2

(58)
−(n+1)

σŜ

(59)
where cn and Cn are constants correspond to Eqs.(56) and
(57), respectively.
Since
n
mA
cn (1 − R) 2 σŜn
n
n,X̂
=
= (1 − R) 2 < 1
(60)
cn σŜn
mA
n,Ŝ
and
A
Mn,
X̂

=

A
Mn,
Ŝ

Cn (1 − R)−

n+1
2

−(n+1)

σŜ

= (1 − R)−

−(n+1)

Cn σŜ

then
rm,n =

mA
n,Ŝ
mA
n,X̂

,

rM,n =

A
Mn,
X̂
A
Mn,
Ŝ

n+1
2

.

> 1,

An =

rm,n
=
rM,n

n

=

(1 − R)− 2
(1 −

n+1
R)− 2

Therefore, for the prediction subbands of the high-frequency
wavelet coefficient subbands, the absolute CF moments outperform the absolute PDF moments.
So far, The Theorem 2 is proved.
Note 2: (1) The work in [20] only analyzed the absolute
PDF moments and absolute CF moments on the wavelet
coefficient subband, however, we analyze the distribution of
the prediction subband, and depict the effect of embedding
processing on the prediction subband by the additive noise
model. (2) We analyze the change of variance of the prediction
subband after embedding. According to the analysis results
above, the variance of the prediction subband will decrease after embedding, which is different from that [20] the variance of
the wavelet coefficient subband will increase after embedding.
(3) For analyzing the change trend of the PDF moments and
CF moments after embedding, the work in [20] constructively
derived a new definition of CF moments (seeing Eq. (21)). In
this paper, the change trend of two kinds of features can be
derived directly from the classical definitions of PDF moments
and CF moments.
For the wavelet high-frequency coefficient subband, the
work in [20] concluded that the absolute CF moments outperform the absolute PDF moments under the condition that
the variances of the wavelet coefficient subbands increase
after message embedding. However, in Theorem 2, under the
condition that the variances of prediction subbands decrease
after message embedding, we also conclude that the absolute
CF moments outperform the absolute PDF moments. So, is it
true that the absolute CF moments and absolute PDF moments
relate to only the distribution of coefficient subbands, and not
the change trend of variances after embedding? We will give
the conclusion in Theorem 3.
Theorem 3: If the feature extraction sources follow Gaussian distributions with mean of 0 before and after message
embedding, then, no matter how the variance changes after
message embedding, the absolute CF moments always outperform the absolute PDF moments for blind steganalysis.
Proof:
Denote the original feature extraction source that follows a
Gaussian distribution with mean of 0 as Y = (y1 , y2 , · · · , yN ),
and its variance as σY2 . After message embedding, the corresponding feature extraction source is denoted as Y =

), and its variance is denoted as σY2  . Then,
(y1 , y2 , · · · , yN
the change ratio of the absolute PDF moments and absolute
CF moments after embedding are defined as rm,n and rM,n ,
respectively. So

(61)

rm,n = max

A
mA
n,Y  mn,Y
,
A
mA
n,Y mn,Y 

(64)

(62)

rM,n = max

A
A
Mn,Y
Mn,Y

,
A
A
Mn,Y
Mn,Y


(65)

And thus,
mA
n,Ŝ
mA
n,X̂
MA
n,X̂
MA
n,Ŝ
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1

= (1 − R) 2 < 1.
(63)

A
where mA
n,Y and mn,Y  are the absolute PDF moments of
the feature extraction source before and after embedding, and
A
A
Mn,Y
and Mn,Y
 are the absolute CF moments of the feature
extraction source before and after embedding, respectively.
From Theorem 1, the nth order absolute PDF moment of the
original feature extraction source (namely, without embedding
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secret message in the feature extraction source) that follow a
Gaussian distribution with mean of 0 satisfies
 +∞
n
mA
n,Y = −∞ pY (x) · |y| dx
2
− x2
 +∞
n
2σ
1
√
= −∞
e Y · |y| dx
2
2πσY

⎧
2
(66)
⎪
for n = 1,
⎪
π σY
⎨
n

n
2
=
σ
i=1 (2i − 1) for even n > 1,
Y
⎪
⎪
 n−1
⎩
2 n
2
for odd n > 1.
i=1 2i
π σY
The nth order absolute CF moment of the original feature
extraction source is
 +∞
n
A
Mn,Y
= −∞ ΦY (ω) · |ω| dω
2
2
 +∞ σY ω
= ⎧−∞ e− 2 · |ω|n dω
2σY−2
for n = 1,
⎪
⎨ √
−(n+1)  n
2
2πσY
=
i=1 (2i − 1) for even n > 1,
n−1
⎪
⎩
−(n+1)  2
2σY
for odd n > 1.
i=1 2i
(67)
1) Case of that the variance of the feature extraction
source increases after embedding
The detailed proof processing refer to Appendix A or the
paper [20]. We can obtain
An =

rm,n
< 1.
rM,n

(68)

Therefore, under this case, the absolute CF moment outperforms the absolute PDF moment.
2) Case of that the variance of the feature extraction
source decreases after embedding
Denote the decreased variance after embedding as σb2 , and
the ratio of it to the variance σY2 of the original feature
extraction source as Rb (0 < Rb < 1), then we have
σb2
σY2

Rb =

(69)

After embedding, the standard deviation√of the original feature
extraction source changes from σY to 1 − Rb σY , and then
1

n

n
n
2
2
mA
n,Y  = cb [(1 − Rb ) σY ] = cb (1 − Rb ) σY
1

A
−(n+1)
Mn,Y
= Cb (1−Rb )−
 = Cb [(1−Rb ) 2 σY ]

n+1
2

(70)
−(n+1)

σY

(71)
where cb and Cb are constants correspond to Eqs. (66) and
(67).
Since
mA
n,Y 
mA
n,Y

n

=

n
cb (1 − Rb ) 2 σYn
= (1 − Rb ) 2 < 1
cb σYn

(72)

and
A
Mn,Y

A
Mn,Y

n+1

=

−(n+1)

Cb (1 − Rb )− 2 σY
−(n+1)
Cb σY

then
rm,n =

mA
n,Y
mA
n,Y 

,

= (1 − Rb )−

rM,n =

n+1
2

>1
(73)

A
Mn,Y

A
Mn,Y

.

(74)

And thus,
mA
n,Y 

rm,n
=
An =
rM,n

mA
n,Y

A
Mn,Y

A
Mn,Y


n

=

(1 + Ra ) 2
(1 + Ra )

n+1
2

1

= (1 + Ra )− 2 < 1

(75)
Therefore, under this case, the absolute CF moments also
outperforms the absolute PDF moment.
Combining 1) and 2) that, no matter how the variance of
the feature extraction source changes after message embedding
(increase or decrease), as long as the feature extraction sources
follow Gaussian distributions with mean of 0 before and after
embedding, the absolute CF moments always outperform the
absolute PDF moments.
Consequently, The Theorem 3 is proved.
Xuan et al. indicated in [18] that since mA
n ”averages” the
change of PDFs caused by embedding via ”integration” and
MnA catches the change of PDFs via ”differentiation”, MnA
must be more sensitive to the change than mA
n . However,
as for this point, Wang et al. [20] raised a question: why
does ”differential” outperform ”integral”, which is not clearly
specified. From the above analysis, it can be seen that for the
random variable following Gaussian distribution, the absolute
power of CF moments derived from differentiation is usually
larger than that of PDF moments derived from integration.
Seen from Theorem 3, the absolute power (refer to the powers
in Eqs.(72),(73),(100) and (101)) decides the degree of the
change of these two kinds of moments. The larger the absolute
power is, the more apparent the change of the feature will
be after embedding. Therefore, from this point of view, the
conclusion of Xuan et al. is correct.

D. Comparison of PDF Moments and CF Moments on Prediction Error Subband
Because the high-frequency wavelet coefficient subband
of an image follows a Gaussian distribution with mean of
0, and the prediction subbands are unbiased estimations of
the wavelet coefficient subbands, the prediction subband also
follows a Gaussian distribution with mean of 0. The coefficients of prediction error subband are obtained by subtracting
the coefficients of hight-frequency prediction subband from
the coefficients of hight-frequency wavelet coefficient subband, which reflects the difference of the test image and
the predicted original image, viz. the noise of the image.
Here, the noise is composed of the addition of Gaussian
white noise and the noise caused by message embedding.
The Gaussian white noise is produced by the creation and
transition of the original image. Thus, these two types of
noises are independent, and both follow Gaussian distributions
with mean of 0. Because the sum of two independent Gaussian
random variables still follow a Gaussian distribution, and the
mean is the sum of the two variables’ means. Thus, the
prediction error subband follows a Gaussian distribution with
mean of 0. Thus, according to the Theorem 3, the absolute
CF moments outperform the absolute PDF moments for the
prediction error subband.
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Fig. 6.
Histogram of wavelet coefficients of noise (brought by LSB
steganography).
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Fig. 7.
Histogram of wavelet coefficients of noise (brought by image
sharpening).

E. Comparison of PDF Moments and CF Moments on Wavelet
Coefficient Subband of Noise
The work in [29] classified the stego-image and PS image
by extracting features from the wavelet coefficient subband
of image’s noise. However, for the changes introduced by
message embedding and PS processing such as image sharpening and contrast enhancing, which kind of moments are more
sensitive, the PDF moments or the CF moments? That is still
not analyzed or proved.
It is known that the stego noise usually follows a Gaussian
distribution with mean of 0, and an example of the distribution
is shown in Fig. 6 (the stego noise is derived by maximum
LSB embedding). Does the noise caused by PS processing
also follow a Gaussian distribution with mean of 0? Figs. 7
and 8 show the histograms of the wavelet coefficient subband
of the noise (coefficients’ differences before and after image
modifications) brought by image sharpening and contrast enhancing to the first level horizontal wavelet subband of image
Lena.bmp, respectively. A mass of experiments show that the
noise caused by PS processing, such as image sharpening and
contrast enhancing, can also be considered to approximately
follow a Gaussian distribution with mean of 0 in wavelet
domain. Therefore, it can be known from Theorem 3, for the
wavelet coefficient subband of noise in the stego-image and
the image obtain by PS processing, the absolute CF moments
outperform the absolute PDF moments. That is, to the changes
caused by the above operations, the absolute CF moments are
more sensitive than the absolute PDF moments.
Because PS processing and steganography change images
in different ways, the corresponding noise models are
different too. In the wavelet domain, although the noises
both follow Gaussian distributions, the magnitudes of the
variances of these two types of noises are different. The ratios
of them to the variance of the original signal are different.
This demonstrates that the PS processing and steganography
change the absolute CF moments with different degrees. In
the classification algorithm of PS image and stego-image
presented in [29], the high-frequency wavelet coefficient
subbands and the wavelet coefficient subbands of noise
obtained by filtering perform well in time-frequency analysis
of image modification. The absolute CF moments which are
sensitive to image modification can reflect the difference of

Fig. 8. Histogram of wavelet coefficients of noise (brought by contrast
enhancing).

different modifications, and the trained classifier can catch
this difference. Therefore, the absolute CF moments can
reliably recognize whether the image has undergone PS
processing or steganography.

F. Comparison of PDF Moments and CF Moments on Log
Prediction Error Subband
The work in [20] indicated through a mass of experiments
that different from the wavelet coefficient subband, the CF moments of the log prediction error subband do not outperform
the PDF moments. It is a pity that they did not find a proper
model to describe the distribution of the log prediction error
subband. Thus, the theoretical explanation is not given. Then,
what is the reason that makes the conclusion ”CF moments
outperform PDF moments” not true? This section will discover
that the reason of this phenomenon is associated with the result
that log changes the distribution of feature extraction source.
The detail analysis will be presented as follows.
The log prediction error subband of original image is
 

|S|
 
(76)
E S = log |S| − log Ŝ = log  
Ŝ
Here, S and Ŝ are the wavelet coefficient subband and
the prediction one of original image respectively, and S is
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independent of Ŝ, and they both follow Gaussian distributions
with mean of 0. Let ξ = S
, and denote the PDF of S and Ŝ
Ŝ
as PS (s) and PŜ (ŝ), respectively. Then, ξ follows a Cauchy
distribution, and the probability density function is
∞
Pξ (ξ) = −∞ |ŝ| · PS (ξ · ŝ) · PŜ (ŝ)d(|ŝ|)
2
(ξ·Ŝ)2
− Ŝ 2
−
∞
2σ
2σ2
1
1
S
= 0 ŝ · √ 2 e
·
e Ŝ d(ŝ)
2
=
=

2πσS
σS σŜ
2 +ξ 2 σ 2 )
π(σS

1
π

·

2πσ

Ŝ

(77)

σS Ŝ
σ
Ŝ
σ2
S +ξ 2
σ2
Ŝ

Let λ = σσS . Considering that σS and σŜ are the standard
Ŝ
deviations of the wavelet coefficient subband and the prediction subband of original image respectively, and the prediction
subband removes the noise of image, there is λ = σσS >1. It
Ŝ
is known from Eq.(77), ξ follows a Cauchy distribution with
(λ, μ) , where μ is the expectation, λ is the scale parameter,
and 2λ is the width of the distribution at half of the maximum
density. Apparently, from Eq.(77), ξ is symmetry about 0.
We know that the mean and variance of Cauchy distribution
do not exist, that is, the first and second PDF moments do not
exist. Therefore, we can not compare the advantage of PDF
moments and CF moments for ξ directly. It is lucky that the
variable to be considered is not ξ, but the one of |ξ| after
“log”.
According to the probability density of ξ, the probability

density functions of |ξ| and E S can be obtained further by
2
Pξ (|ξ|) = 2Pξ (ξ) = ·
π

2
σS
σ2

σS
σŜ

λ
2
=
2
π
λ
+
ξ2
+ ξ2



2 2 ES λ
π 22ES + λ2

(79)

From the above equations, the value of |ξ| after log does
not follow Gaussian distribution or Cauchy distribution. That
is, the essential difference among the log prediction error
subband, the wavelet coefficient subband and the prediction
error subband, which is also the reason why CF moments
do not outperform PDF moments. Next, taking the first order
PDF moment and CF moment as example, the advantage of
the PDF moment and CF moment will be analyzed. At the
same time, in order to simplify the derivation process, this
paper makes a heuristic analysis under the condition of the
natural logarithm.
Let η = ln |ξ|, then, the probability density function of it is
Pη (x) =

2 ex λ
π e2x + λ2

The first order PDF moment of it is
 +∞
m1,η = −∞ pη (x) · xdx
 +∞ 2 ex λ
= −∞ π e2x +λ2 · xdx


= π2 · λ4 · LerchP hi −λ2 , 2, 12 −

Φ(z, s, a) =

(80)


z k (k + a)s

(82)

LerchP hi[z, s, a] can be calculated with any precision according to the given parameters z, s, a and the range of k. This
paper considers only the PDF moment under the condition of
the lowest precision, viz. k = 0. And thus, there is


(−λ2 )0
(−λ2 )1
1
· λ · (0+0.5)
m1,η = 2π
2 + (1+0.5)2
(83)


= π2 · λ − λ1
Based on the definition of Character Function, the first order
CF moment of η can also be obtained by

d(pη (x)) 
M1,η =

dx
x=0

ex λ
2
d( π e2x +λ2 ) 

=
dx

(84)
x=0
 x


λ
2e3x λ
= π2 e2xe +λ

2
2 −
2x
2
(e +λ

 ) x=0
2
λ
2λ
= π 1+λ2 − (1+λ2 )2
Also, the first order PDF moment m1,η and CF moment M1,η
of the corresponding log prediction error subband of the stego
image can be obtained by
m1,η =
M1,η =

2
π

2
1
· λ − 
π
λ

(85)

λ
2λ
−
1 + λ2
(1 + λ2 )2

(86)

where λ is the scale parameter on the stego image corresponding to λ. Since λ = σσS , according to the Lemma, it is known
Ŝ
that σS will increase and σŜ will decrease after message
embedding. Therefore, λ will increase, that is λ − λ > 0,

and λλ > 1.
Theorem 4: For the corresponding log prediction error
subband of the high-frequency wavelet coefficient subband
of image, and the Lerch transcendental function Φ(z, s, a) of
∞


z k (k + a)s is under
PDF moments, when Φ(z, s, a) =
k=0

the condition of limit precision k = 0, the first order PDF
moment outperforms the first order CF moment.
Proof:
Firstly, we analyze the change trend of the PDF moment
and CF moment after embedding.
For the Lerch transcendental function Φ(z, s, a) of the PDF
∞


moments, when Φ(z, s, a) =
z k (k + a)s is under the
k=0

condition of limit precision k = 0, the first order PDF
moments m1,η and m1,η satisfy
m1,η =

LerchP hi[− λ12 ,2, 12 ]
λ2

(81)
where LerchP hi[z, s, a] is the Lerch transcendental function
Φ(z, s, a), z, s, a are the independent variables in the function,

∞

k=0

(78)

Ŝ

PES (E S ) =

and there is

>0

1
2
· λ−
>0
π
λ




= π2  λ − λ1 − π2 λ −λ1
= π2 λ − λ + ( λ1 − λ1 ) > 0

m1,η =
m1,η − m1,η

2
1
· λ − 
π
λ

(87)
(88)
(89)
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Thus, the change rate of the first order PDF moment of the
log prediction error subband after message embedding is
rm,1 =

λ −
m1,η
=
m1,η
λ−

1
λ
1
λ

(90)

Considering the first order CF moments M1,η and M1,η ,
there is
2
π

M1,η =

M1,η =

2
π

λ
2λ
−
2
1 + λ2
(1 + λ2 )
2λ
λ
−
2
1 + λ2
(1 + λ2 )

=

=

λ3 − λ

2
π

2

(1 + λ2 )
3

(91)



λ −λ

2
π

>0

2

(1 + λ2 )

>0
(92)

 

λ
2λ
−
M1,η − M1,η = π2 1+λ
2 −
2 )2
(1+λ
 3 

3
λ −λ
λ −λ
= π2 (1+λ
2 )2 − (1+λ2 )2
=
=

2
π

2
π



λ
1+λ2

−

2λ
(1+λ2 )2



(λ3 −λ )(1+λ2 )2 −(λ3 −λ)(1+λ2 )2

(1+λ2 )2 (1+λ2 )2
2
((λ3 λ4 − λλ4 )
π(1+λ2 )2 (1+λ2 )2
2 3
3 2

>0

+ (λ3 − λ + λ − λ3 )
+(2λ λ − 2λ λ ) + (2λλ2 − 2λ2 λ ))

(93)
Thus, CF moment will increase after embedding, that is
M1,η
M1,η > 1. Therefore, we get the change rate of the first order
CF moment of the log prediction error subband after message
embedding
M1,η
=
=
M1,η

rM,1

λ3 −λ
(1+λ2 )2
λ3 −λ
(1+λ2 )2

(94)

If
rm,1 − rM,1 > 0

(95)

then, it indicates that the first order PDF moment outperforms
the first order CF moment. Let A∗1 = rm,1 − rM,1 , then
A∗1

λ −
=
λ−

1
λ
1
λ

−

λ3 −λ
(1+λ2 )2
λ3 −λ
(1+λ2 )2

(96)

3

λ −λ
For λ − λ1 > 0, (1+λ
2 )2 > 0, if the numerator of Eq.(96)
is larger than 0, it can be proved that A∗1 > 0. The proof
processing can refer to Appendix B.
Therefore, the first order PDF moment outperforms the first
order CF moment. The Theorem 4 is proved.

VI. E XPERIMENT VALIDATION R ESULTS
To verify the paper’s theoretical results, some experiments
were done based on 3 typical steganography methods: LSB,
PMK (Plus Minus K) [40] and F5 steganography implemented
in Matlab 7.0.
A. Experimental Setup
In the following experiments, there are two groups of
original images which are in format of “BMP” and “JPEG”
respectively and contain 2000 images in total. Each group
contains 976 images downloaded from NRCS 4 image library
4 NRCS

Photo Gallery. http://photogallery.nrcs.usda.gov/
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and 24 familiar typical images, such as Lena, Baboo and
Peppers. The sizes of images include 768×512, 640×480 and
512× 512. And the image contents involve things widely,
such as natural sceneries, artificial facilities and portraits. The
stego images were generated by using above 3 steganography
methods to embed different ratios of messages into the original
images in corresponding formats. The stego images of the
spatial domain steganography methods were obtained by LSB
and PMK (K=1) steganography, which contain messages with
three different rates: 100%, 50% and 25%. The stego images
of the frequency domain steganography method is F5, which
obtained by embedding three different secret images with
different sizes into 1000 original JPEG images. If the size
of the secret image exceeded the capacities of the original
images, the embedding ratio of stego image is 100%. Finally,
11 groups of experimental images were generated: 2 groups
of original images and 9 groups of stego images, where each
group contained 1000 images. The details of each group are
shown in Table I. Here, the image decomposition adopted the
Haar wavelet which is the same as the one in [18] or [19],
and the BP neural network classifiers with 3 layers nerve
cells (refer to [19] and [28]) were adopted to classify the test
images.
In [20], the authors have verified that the absolute CF moments outperform the absolute PDF moments for the wavelet
coefficient subband, and thus we’ll not repeat the experiments
for this kind of subbands in this paper. In the following
contents, the experimental results will be given, which are
based on the absolute CF moments and the absolute PDF
moments with respect to the prediction subband, the prediction
error subband, and the wavelet coefficient subband of noise,
and based on the CF moments and PDF moments with respect
to the log prediction error subband.
B. Comparison between the Absolute CF Moments and Absolute PDF Moments on the Prediction Subband
Figs. 9, 10, and 11 show the ROC (Receiver Operating
Characteristics) curves of the blind steganalysis algorithms
based on the absolute CF moments and absolute PDF moments with respect to prediction subband. Here, three typical
steganography methods mentioned above are tested. For LSB
and PMK steganography, the experimental results for three
different embedding ratios are given. For F5 steganography,
when the embedding ratio is large, the detection performance
of blind steganalysis algorithms based on the absolute CF
moments and absolute PDF moments are both excellent, and
the ROC curves are almost overlapped, so that it is difficult to
distinguish them. Therefore, the experimental results are just
given for the secret image with size of 64×64. It can be seen
that, with respect to prediction subband, the blind steganalysis
algorithm based on the absolute CF moments outperforms
the blind steganalysis algorithm based on the absolute PDF
moments, which matches the result of theoretical analysis in
the Part C of Section V.
C. Comparison between the Absolute CF Moments and Absolute PDF Moments on the Prediction Error Subband
Figs. 12, 13, and 14 show the ROC curves of the blind
steganalysis algorithms based on the absolute CF moments and
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TABLE I
IMAGE SETS FOR EXPERIMENT

1
2
3

Steganography method
LSB
PMK
F5

Number of original images
1000
1000
1000

Number of stego images
1000×3=3000
3000
3000

Image format
BMP
BMP
JPEG

Embedding ratios or sizes of secret images
100%; 50%; 25%
100%; 50%; 25%
200×200; 128×128; 64×64 images

Fig. 9. ROC curves of the blind steganalysis algorithms based on the absolute
CF moments and absolute PDF moments with respect to prediction subband
for LSB steganography.

Fig. 11. ROC curves of the blind steganalysis algorithms based on the
absolute CF moments and absolute PDF moments with respect to prediction
subband for F5 steganography.

Fig. 10. ROC curves of the blind steganalysis algorithms based on the
absolute CF moments and absolute PDF moments with respect to prediction
subband for PMK steganography.

Fig. 12. ROC curves of the blind steganalysis algorithms based on the
absolute CF moments and absolute PDF moments with respect to prediction
error subband for LSB steganography.

absolute PDF moments with respect to prediction error subband for three typical steganography methods, i.e., LSB, PMK
and F5, respectively. For LSB and PMK steganography, the
experimental results are given for three different embedding
ratios. Similar to the prediction subbands, for F5 steganography in the prediction error subband, when the embedding ratio
is large, the detection performance of the blind steganalysis
algorithms based on the absolute CF moments and absolute
PDF moments are both excellent, and the ROC curves are
also almost overlapped so that it is difficult to distinguish
them. Hence, the experimental results are just given when
the embedding messages are the secret image with size of

64×64. It can be seen that with respect to the prediction
error subbands, the blind steganalysis algorithm based on the
absolute CF moments also outperforms the blind steganalysis
algorithm based on the absolute PDF moments, which matches
the result of theoretical analysis in the Part D of Section V.
D. Comparison between the CF Moments and PDF Moments
on the Log Prediction Error Subband
Figs. 15, 16 and 17 show the ROC curves of the blind
steganalysis algorithms based on CF and PDF moments with
respect to log prediction error subband. The experimental
results demonstrate that with respect to log prediction error
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Fig. 13. ROC curves of the blind steganalysis algorithms based on the
absolute CF moments and absolute PDF moments with respect to prediction
error subband for PMK steganography.

Fig. 15. ROC curves of the blind steganalysis algorithms based on CF
and PDF moments with respect to log prediction error subband for LSB
steganography.

Fig. 14. ROC curves of the blind steganalysis algorithms based on the
absolute CF moments and absolute PDF moments with respect to prediction
error subband for F5 steganography.

Fig. 16. ROC curves of the blind steganalysis algorithms based on CF
and PDF moments with respect to log prediction error subband for PMK
steganography.

subband, the performances of the blind steganalysis algorithms
based on the PDF moments outperform the ones of the blind
steganalysis algorithm based on the CF moments. This is
different from above comparison results between the absolute
CF moments and absolute PDF moments with respect to the
prediction subband and the prediction error subband.

based on the absolute CF moments outperforms the one based
on PDF moments. This also matches the result of theoretical
analysis in the Part E of Section V.

E. Comparison between the Absolute CF Moments and Absolute PDF Moments on the Wavelet Coefficient Subband of
Noise
Fig. 18 shows the ROC curves of the blind steganalysis algorithms based on the absolute CF moments and absolute PDF
moments with respect to wavelet coefficient subband of noise
for three typical steganography methods, i.e., LSB, PMK and
F5. For LSB and PMK steganography, experimental results
are given for embedding ratio 100%. For F5 steganography,
experimental results are just given for the secret image with
size of 64×64. It can be concluded that with respect to wavelet
coefficient subband of noise, the blind steganalysis algorithm

VII. C ONCLUSIONS
Blind steganalysis is an important technique of digital
forensics. This technique usually be used to detect the existence of secret messages embedded in digital media, and
can be quickly adjusted to detect new or completely unknown
steganography methods for its flexibility. In this paper, the
thorough comparisons between two typical features, the CF
moments and PDF moments, are done for blind steganalysis.
These features are modeled and compared by both theoretical
analysis and experimental tests. And, the following conclusions are obtained:
1) Generally, the CF moments outperform the PDF moments under the prerequisite that the feature extraction source
(frequency domain) follows Gaussian distribution with mean
of 0 before and after message embedding.
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Fig. 17. ROC curves of the blind steganalysis algorithms based on CF
and PDF moments with respect to log prediction error subband for F5
steganography.

Fig. 18. ROC curves of the blind steganalysis algorithms based on the
absolute CF moments and absolute PDF moments with respect to wavelet
coefficient subband of noise.

2) For such frequency domain as the high-frequency wavelet
subbands of image, the prediction subbands of wavelet coefficients, the prediction error subbands of wavelet coefficients, or
the wavelet coefficient subbands of image noise, the features
based on CF moments outperform the ones based on PDF
moments for blind steganalysis.
3) With respect to the log prediction error subband of
wavelet coefficient, the first order PDF moment is better than
the first order CF moment under the case of finite precision.
Here, the PDF moment is a Lerch transcendental function
that can be approximated with any degree of precision by a
polynomial function.
These results can provide a theoretical basis for the feature
selection and extraction in blind steganalysis algorithms. The
next step is to further study the advantages and disadvantages
of the two types of features under the case that the distributions
of feature extraction source are different before and after
message embedding.

Apparently, Ra > 0. After embedding, the standard deviation
of
√ the original feature extraction source changes from σY to
1 + Ra σY , and then, we get
1

1

A
−(n+1)
= Ca (1+Ra )−
Mn,Y
 = Ca [(1+Ra ) 2 σY ]

mA
n,Y 
mA
n,Y

Denote the increased variance of the feature extraction
source after embedding as σa2 , and its ratio with the variance
σY2 of the original feature extraction source as Ra . Then, we
get
σ2
(97)
Ra = 2a
σY

−(n+1)

σY

n

n
ca (1 + Ra ) 2 σYn
= (1 + Ra ) 2 > 1
n
ca σY

=

(100)

and
A
Mn,Y

A
Mn,Y

n+1

−(n+1)

Cn (1 + Ra )− 2 σY
=
−(n+1)
Cn σY
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where ca and Ca are constants correspond to Eqs. (66) and
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.

And thus,
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=
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A
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n

=

(1 + Ra ) 2
(1 + Ra )
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1

= (1 + Ra )− 2 < 1.

(103)
Therefore, under this case, the absolute CF moment outperforms the absolute PDF moment.
A PPENDIX B
P ROOF OF THE E QUATION (96)
Let B1∗ be the numerator of Eq.(96), we have

  λ3 −λ   λ3 −λ  

B1∗ = λ − λ1
− (1+λ2 )2 λ − λ1
(1+λ2 )2
2
2
(λ − λ1 )(λ3 −λ)(1+λ2 ) −(λ− λ1 )(λ3 −λ )(1+λ2 )
=
2
2
2
2
(1+λ ) (1+λ )

(104)
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Let B2∗ be the numerator of Eq.(103), we have

2


B2∗ = λ − λ1 λ3 − λ 1 + λ2

  3

2
1
− λ 1 + λ2  

− 3 λ− λ 3 λ
= λ λ − λ λ−1 − λλ + λλ−1 1 + 2λ2 + λ4 
− λ3 λ − λ3 λ−1 − λλ + λ λ−1 1 + 2λ2 + λ4
= (λ3 λ − λ3 λ−1 − λλ + λλ−1 + 2λ3 λ3 − 2λ3 λ
−2λλ3 + 2λλ + λ3 λ5 − λ3 λ3 − λλ5 + λλ3 )
−(λ3 λ − λ3 λ−1 − λλ + λ λ−1 + 2λ3 λ3 − 2λ3 λ
−2λ λ3 + 2λλ + λ3 λ5 − λ3 λ3 − λ λ5 + λ λ3 )
= (−λ3 λ − λ3 λ−1 + λλ + λλ−1
+λ3 λ3 − λλ3 + λ3 λ5 − λλ5 )
−(−λ3 λ − λ3 λ−1 + λλ + λ λ−1
+λ3 λ3 − λ λ3 + λ3 λ5 − λ λ5 )
= (λ−1 λ3 − λ3 λ−1 + λλ−1 − λ−1 λ
3 5
5 3
5 
5

+λ λ − λ λ  + λ λ − λλ
 )

= λλ5 − λλ−1  λ2 − 1 − λ5 λ − λ−1 λ  λ2 − 1
= λ−1 λ − λ5 λ λ2 − 1 − λλ−1 − λλ5 λ2 − 1
(105)
 


Since λ2 − 1 > λ2 − 1 , and
 −1 
 

λ λ − λ5 λ − λλ−1 − λλ5
= λ−1 λ − λλ−1 + λλ5 − λ5 λ
(106)
= (λ−1 λ − λλ−1 ) + λλ (λ4 − λ4 )
>0
thus, B2∗ > 0. It can be further obtained that B1∗ > 0.
According to B1∗ > 0 and Eq.(102), it can be obtained that
A∗1 > 0.
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